Adopted Minutes for Website Committee Conference Call

Tuesday April 14, 2009, 9:30 AM PDT
Attendees:

Beatrice Mayo – PG&E – Chairperson

Pierre Landry – SCE 

Rob Rubin – SDG&E

Tim Caulfield – Caulfield Consulting (Website Administrator) 

Peter Lai – CPUC

Absent

Irene Salazar – CEC 

Executive Summary

The CALMAC Website Committee held its scheduled conference call to address the attached agenda. The call covered status of the action items from prior calls, discussed the potential addition of the potentially adding pages for the Committees on Load Impact Quantification (CLIQs) and approved the security improvements for CALMAC.org. The call was cut short because two members had to leave the call. The next call will be held on Tuesday, April 27, 2009 at 9:30 AM PST to make up for the short call. 

Minutes of Conference Call (Call started at 9:32 AM)
1. Approve minutes of February 10, 2008 Website Committee conference call.  Approved Unanimously.
2. Regular Meeting Items
· Review Toolkit document list. 
· Tool kit page looks good.
3. Pending issues about the site from prior calls:

· Should we be posting California Solar Initiative and distributed generation M&E on the website? Let’s put a link to the self gen site. Action: Pierre will send Tim the link. Done!
· How do we present/store versions 3.0 and 3.1 of the EE Policy Manual on the EE Toolkit page. - Peter will supply short descriptions to add to the titles describing what each Policy Manual version updates. Peter – Done. Is this item now complete? Are the descriptions adequate for everyone?  Action: TOC - Make descriptions ALL CAPs for all policy manuals so they are easier to find. Done.
4. New Business – Any new business?
· Hosting CLIQs on CALMAC.org – Beatrice Mayo – This was the main item of discussion during the conference call. It was unclear why the CLIQ group had decided that they wanted to use the CALMAC site rather than the CPUC site, which has functions already set up to store interim documents, allow comments on them, and order them the way they want them. There are two major concerns around using the CALMAC.org site: 

· the site historically has only posted final reports. This minimizes potential confusion about what people see on the site. Everything is a final document, nothing is interim or draft.
· The site, because it is paid for with public funds is considered a public site. The website committee has had a long standing policy that any information presented on the site has to be open to everyone. That means there are no pass word protected or private areas (except for site maintenance, which is restricted on all internet sites)

The discussion lead to the fact that he group was asking to be set up as a CALMAC committee. If the website is a CALMAC committee, then it makes sense for CALMAC.org to host the web pages for that committee. 

Therefore, the website committee concluded that if CALMAC decided that the CLIQs should become CALMAC committees, and if the CLIQ committees can accept that there are not password protected pages, then CALMAC.org would be a reasonable place to host the pages. In that case, CALMAC would have to accept that the mission of the site would be changing slightly, with it now posting interim products. The Website Committee would have to work to make sure people know when pages are hosting final products and when they are hosting interim products. Action: Rob Rubin to forward Chris Ann Dickerson’s proposal to the rest of the committee. Action TOC -Committee to meet again on April 27th to discuss further.
· Proposal for Security Upgrade for CALMAC.org website (see attached proposal) – Tim Caulfield – Committee agreed unanimously to proceed with security upgrade.
· Posting Jobs on CALMAC.org – Feasible or not – Beatrice Mayo – This proposal is to post personnel hiring postings on the website. The committee has discussed this before and decided not to. This was reconfirmed, no hiring postings on CALMAC.org
· Criteria for posting reports to the Searchable Database – Rob Rubin Deferred to April 27 meeting
5. Any Other Business

· Athena Besa, CALMAC Chairperson – Potentially having CALMAC meeting on April 28th.

6. Adjourn call at 10:02 AM PST. Next call: April 27, 2009 at 9:30 AM PDT.
Draft Agenda for Website Committee Conference Call

9:30 AM PDT, Tuesday, April 14, 2009

Dial in Number: 1 866 275 6163
Participant Passcode: *6151395*  

(Be sure to enter the * star key before and after the Meeting Number)

7. Approve minutes of February 10, 2009 Website Committee conference call. (Minutes available in the Website Committee area at the bottom of the Administration page of CALMAC.org. Direct link to this page is:

      http://www.calmac.org/events/Draft_Minutes_Website_Call_02-10-09_V1.doc
8. Regular Meeting Items

· Review Toolkit document list. (Committee Members: Please review prior to the conference call and see if you identify any missing documents.)

9. Pending issues about the site from prior calls:

· Should we be posting California Solar Initiative and distributed generation M&E on the website? Let’s put a link to the self gen site. Action: Pierre will send Tim the link. Done!
· How do we present/store versions 3.0 and 3.1 of the EE Policy Manual on the EE Toolkit page. - Peter will supply short descriptions to add to the titles describing what each Policy Manual version updates. Peter – Done. Is this item now complete? Are the descriptions adequate for everyone?  Action: TOC - Make descriptions ALL CAPs for all policy manuals so they are easier to find. Done.
10. New Business – Any new business?

· Posting Jobs on CALMAC.org – Feasible or not – Beatrice Mayo

· Proposal for Security Upgrade for CALMAC.org website (see attached proposal) – Tim Caulfield

· Criteria for posting reports to the Searchable Database – Rob Rubin

· Hosting CLIQs on CALMAC.org – Beatrice Mayo

11. Any Other Business

12. Adjourn conference call. Next call June 9, 2009 at 9:30 AM PDT

CALMAC.org Security Upgrade Proposal

From: 
Tim Caulfield

To:
CALMAC Website Committee

Date:
April 10, 2009

Re: 
CALMAC.org Security Update

Summary - CALMAC.org internet security has become out of date and requires upgrading. The website was developed in 2000, during a different era in website security. As a result I asked Jeff Yip of Third Strand, our website technical specialists, to assess what it would take to upgrade CALMAC.org from a security prospective. Below we present a summary of the tasks and costs he proposes to do the work. As can be seen, the one time cost to perform the work is between $6,000 and $9,000 dollars, and the anticipated monthly server operating cost is anticipated to rise from the current $276 to somewhere around $340. I would like to discuss this during the Website Committee meeting this coming Tuesday April 14th, and if possible obtain approval to proceed with the work.

Background on Scope - It should be pointed out that during the development of this work scope Jeff and I assessed how quickly CALMAC.org needs to recover in case of a crash or severe intrusion. This decision directly affects the mode of backing up the site. If immediate recover is necessary, such as with banking or sales, then a mirrored drive or something similar would be required. If recovery is the main focus, and it doesn’t matter that the site is down for a day or two, then backup of files to allow recovery is adequate. It is my opinion that the immediacy of availability of the site is not that important, but that it is adequate to be able to bring the site back on line in a reasonable time. Thus the proposal presented below is to secure the data and site programming, so that it can be restored in case of a server crash or intrusion event.

Third Strand Proposed Work Scope

Task 1: Move submission folder out of the web folder. Users should not be allowed to submit files in an area where code can be run. Also, do more stringent checking of files uploaded, only allow accepted types (.pdf, .doc, etc.) All code dealing with file submissions and posting will need to be adjusted to handle this. This was one of the parts exploited in the recent hacking.

Task 2: Increase backup capacity of DiskSync. This will allow for backups to go back farther, in case intrusions are not discovered in a timely manner. For example, we could have daily backups that go for 1 month or even 2 worth (backups only copy changed files daily) and then also keep one backup from each month for up to a year. If the recent deletion of the mail server software was not detected within a week, we would not have had data to restore from. This will require reconfiguring DiskSync (and verifying correct operation).

Task 3: Installing an additional hard drive and put web site code and data on it. This separates the Operating System and Programs from the site data, increasing security. Also, in case of one hard drive failure, restoration is somewhat easier. Work with the Planet, our web hosting service, reconfigure/code server when installed, verify correct operation.

Task 4: Work out with the Planet about how to properly backup the SQL database (This is all of the reports in the Searchable Database) on their shared server. While we should be able to depend on them to keep that up and restore it if there are issues, we need to consider archival backups for ourselves so that if the data is corrupted (and not discovered) we can go back and find data 1 week ago or perhaps like the web data, monthly backups kept up to a year. 

Cost Summary
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EMAIL – Tim Caulfield to Webcom on added monthly costs

Dear Website Committee,

Pierre requested added the information on increased monthly expense in the proposal I sent out for enhancing the security of CALMAC.org. 

First, you have to understand how these server farms work. You don't actually buy the server, you lease it.  The monthly charge is based on the equipment that you include in your server and the software you contract to use. In some cases, such as the listserv software we use, they don't offer it, so the server user purchases and installs the software themselves, and thus there is no monthly charge. This latter approach has its advantages and disadvantages. If you own it you maintain and update it. Thus, in cases like virus software and backup systems, we are much better off to buy their service to install and maintain it than to purchase it ourselves and have the continual problem of keeping it up to date. With that background, here are task by task descriptions of the reasons for the projected increases in the monthly server cost.

Task 1 - None

Task 2 - We will be contracting with The Planet (our server company) for added hard disk memory space on their backup server for the expanded backups. Rather than the one week of backups we currently we currently have we now want to have incremental daily back ups for a couple of months, and monthly complete backups going back a year. This takes more memory than we currently contract for.

Task 3 - The cost is for the added hard drive that we want to install. As I mentioned above, we don't buy it, we lease it. This is the lease cost. This allows us to separate the Operating System and Programs from the data, increasing security.

Task 4 - This cost is a guess on my part. We asked for an estimate for The Planet, but they hadn't gotten back to us by the time I had to send this out to you so you had time to read and assess it before the meeting. The expense would be for increased space on their SQL database server. When we transferred the site to their service about 4 years ago we contracted with them for space on a shared SQL server for the data on our Searchable Database. This meant that we didn't need to incur the expense buying and maintaining SQL or a second server. What we want to do is work with The Planet to develop a way of backing up our portion of the SQL server to assure that the Searchable Database data is secure. We anticipate that this will require additional memory space on one server or another. This projected cost is for that space and any added backup software that we may have to contract for.

I did discuss with Jeff the current costs we are paying for sever services, and he assured me that he felt that they were competitive.

Hope this answers you questions Pierre,

Talk to everyone on Tuesday.

Regards,

Tim

EMAIL: To Tim Caulfield from Beatrice Mayo concerning CLIQs

Tim,

Can you put this item on the agenda for tomorrows call? This item was discussed at our CALMAC meeting last month?

This issues relates to the request for establishing a page/capability on the CALMAC website for one or more "Committee(s) on Load Impact Quantification (CLIQ).

In the CALMAC meeting, we discussed establishing one or more CLIQs. An initial proposal was presented to establish a CLIQ to address the need for increasing the viability of energy efficiency impact evaluation and reporting information for use in load forecasting.

Activities could include reviewing and preparing recommendations regarding reporting procedures, and possibly developing one or more projects (or expanding existing projects) to create capabilities for housing time-series data and retaining/storing analysis datasets developed by EM&V studies.

Concurrent discussions at CALMAC addressed the desire for CALMAC to begin including Demand Response and Distributed Generation evaluation under the CALMAC umbrella. This will presumably lead to two additional CLIQs -- one for DR and one for DG.

 The immediate purpose for the site would be a place to store and post for EE CLIQ members interim working documents; e.g., meeting minutes, notes, documents for review, draft work documents, etc. Therefore several issues for consideration by the CALMAC Website Committee are:

a) administrative (procedures and resources required to enable posting/arranging/uploading/removal of such documents as needed); and,

b) privacy (balancing the need to post documents intended to stimulate and/or facilitate working group discussions vs. ease of use/access for working group members vs. ensuring that statements, ideas or preliminary material presented for discussion is not inadvertently perceived by members of the public as being *official* information that should properly be subject to full public review and scrutiny).

In the longer term, capabilities may need to be developed for storing or hosting key datasets. This need not be an immediate concern and indeed, may be a function eventually undertaken by CPUC or CEC.

Also, note that the CALMAC energy efficiency CLIQ is envisioned as a natural extension of an ongoing project, the Demand Forecast Energy Efficiency Quantification Project (DFEEQP), managed by CEC (with significant input from CPUC) and including organizations that traditionally participate in CALMAC (IOUs, NRDC, TURN, and now POUs) and/or organizations interested in CALMAC-related activities (CARB).

The DFEEQP will continue to operate in parallel with the CLIQ for some time going forward until the CLIQ is (or CLIQs are) more fully established.

Please contact me if you have questions.

Beatrice Mayo 

415.973.5269 

bxm8@pge.com
















